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1. Introduction

Hello! We are 5327J, a VRC team from the Bay Area. One of our most active

members, Klym, is a 16-year-old refugee from Ukraine.

Throughout the season, Klym has taught us not only valuable engineering lessons but

also educated us on the harsh realities of war. Our concerns grew as the war

escalated, particularly regarding the use of technology for destructive purposes. We

observed the increasing utilization of FPV commercial drones, the same ones children

fly as toys, to drop explosives remotely without directly exposing soldiers. However,

such drones have severe security flaws, endangering operators and civilians near

conflict zones. Driven by these concerns, we chose to reverse engineer an FPV drone

similar to those used in the Russia-Ukraine war, with the objective of dissecting its

inner workings and identifying vulnerabilities. We hope to apply our engineering

knowledge to the real world while also raising awareness about the dangers of

misusing technology.
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CineQueen 4K 3-Inch Hybrid Quadcopter

https://geprc.com/product/cinequeen-4k-3inch-hybrid-cinewhoop/
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2. Preparation
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2.1 Plan

Before starting, we outlined a rough breakdown and order of tasks.
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2.2 Field Trip

With no response from drone companies, we conducted our own background

research.

2.3 Background Research

https://docs.google.com/document/d/16f0By2maz2LjAS_hLNIA3AHgWAi7_-8SCVm7LzZePr8/edit
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3. Disassembly

3.1 Instruments

Electrical Tape

Secures connections and protects wiring.

Scissors

Cuts non-metallic parts.

Tin Lead

Creates mounting points when melted.

https://www.amazon.com/Gorilla-Tape-Black-Duct-1-88/dp/B000HQIX2O/ref=asc_df_B000HQIX2O/?tag=hyprod-20&linkCode=df0&hvadid=167151899683&hvpos=&hvnetw=g&hvrand=7440716398810950315&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-310533803699&psc=1&mcid=cd6757314ecb360885d733d94321987a&gclid=CjwKCAiAnL-sBhBnEiwAJRGiggYiK2_xtPu8G2kX-IUnZYcBVkR8zn3XI5-OuNiMQsMDqwunzG1_vBoCnQoQAvD_BwE
https://www.amazon.com/Wiss-Shear-Purpose-Stainless-CW812S/dp/B07YD6WK4P/ref=asc_df_B07YD6WK4P/?tag=hyprod-20&linkCode=df0&hvadid=533371127898&hvpos=&hvnetw=g&hvrand=10496049836623941693&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-1354156577976&mcid=a8ec5745d331363885891a120a7b1c7c&gclid=CjwKCAiAnL-sBhBnEiwAJRGiglWNIJnCSne3ggLNkg_vHeZDjS2Ex-6FR58A_ZYoOVvkLOzjpTsQmBoC-I0QAvD_BwE&th=1
https://www.amazon.com/Diameter-Electronic-Electrical-Soldering-Components/dp/B0BY6HM9YG/ref=asc_df_B0BY6HM9YG/?tag=hyprod-20&linkCode=df0&hvadid=673737701038&hvpos=&hvnetw=g&hvrand=15637998816788975268&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-2203478977611&psc=1&mcid=abc06f1a9c40328ea83070a8dffa1ed9
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Wire Cutters

Efficiently trims electrical wires.

Wire Strippers

Removes insulation from wires.

Tweezers

Holds small components in place.

Electric Screwdriver

Automatic screwdriver with replaceable bits.

Micro Shears

Precise cutting.

https://www.amazon.com/Dykes-Cutter-Diagonal-Cutting-Pliers/dp/B0733NRF2C/ref=asc_df_B0733NRF2C/?tag=hyprod-20&linkCode=df0&hvadid=312003160272&hvpos=&hvnetw=g&hvrand=4705769168880608998&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-571685216337&mcid=b910a8478387307682a8e4441825891c&gclid=CjwKCAiAnL-sBhBnEiwAJRGigi-slZfIWWYqVOZiTnERo4jvzoGFLN4rg3eO52fO6j4W7ElJtngAPBoC048QAvD_BwE&th=1
https://www.amazon.com/WGGE-Professional-crimping-Multi-Tool-Multi-Function/dp/B073YG65N2/ref=asc_df_B073YG65N2/?tag=hyprod-20&linkCode=df0&hvadid=309802506143&hvpos=&hvnetw=g&hvrand=5524263267598087079&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-568600426768&mcid=86fe8da413e0393ea09b22579736d871&gclid=CjwKCAiAnL-sBhBnEiwAJRGigil5NquScotllFpTrioUAPUxlHu5Mn6zQxqaNXnAyrlOIVhWusl28RoC0fIQAvD_BwE&th=1
https://www.amazon.com/uxcell-Anti-static-Stainless-Tweezers-Non-magnetic/dp/B07DHLXLC7/ref=asc_df_B07DHLXLC7/?tag=hyprod-20&linkCode=df0&hvadid=658756787437&hvpos=&hvnetw=g&hvrand=1633800109762709044&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-2260735326192&psc=1&mcid=2359731aaa5234d3b92c23835270fb15
https://www.amazon.com/Screwdriver-Precision-Anti-slip-Dual-speed-Adjustment/dp/B0C6TF8VMY/ref=asc_df_B0C6TF8VMY/?tag=hyprod-20&linkCode=df0&hvadid=663322642469&hvpos=&hvnetw=g&hvrand=10558980730572816925&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-2191975863086&psc=1&mcid=4d51e58f8e89338baa21557930d3648e
https://www.amazon.com/VCELINK-Spring-loaded-Precision-Diagonal-Electronics/dp/B09SL2TCH7/ref=asc_df_B09SL2TCH7/?tag=hyprod-20&linkCode=df0&hvadid=647314481210&hvpos=&hvnetw=g&hvrand=6606748298512930253&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-1657864128881&psc=1&mcid=7f4efed852993dfa90bf25e21a87213e
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Desoldering Vacuum

Removes molten solder.

Soldering Iron

Melts solder to create electrical connections.

https://www.amazon.com/Solder-Sucker-Desoldering-Vacuum-Removal/dp/B0813TXZJG/ref=asc_df_B0813TXZJG/?tag=hyprod-20&linkCode=df0&hvadid=475855659991&hvpos=&hvnetw=g&hvrand=2013925886491072594&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-1009492819148&psc=1&mcid=fae862c76bee3d9bb166b3261b75c413&gclid=CjwKCAiAnL-sBhBnEiwAJRGigmBJIkwieqZWKU7V_dRqGSEOP7vj-Bdmc3Im0NANthLDrgKjXiZ3TRoCEQkQAvD_BwE
https://www.amazon.com/Liouhoum-Auto-Sleep-Adjustable-Temperature-Thermostatic/dp/B08PZBPXLZ/ref=asc_df_B08PZBPXLZ/?tag=hyprod-20&linkCode=df0&hvadid=475794938858&hvpos=&hvnetw=g&hvrand=4345693179776143254&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9032032&hvtargid=pla-1174022853327&mcid=bf248453f91f34dea3e243efb765ed47&gclid=CjwKCAiAnL-sBhBnEiwAJRGigr00mGss4fxlG37KFJPfKKomctnRrItbNQiytmuEbnv3isr7EYD6CBoCl48QAvD_BwE&th=1


12
3.2 Deconstruction Steps

Step 1: Remove Top Plate
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Step 2: Disconnect the antenna from the drone

Step 3: Remove propeller guard and the propellers
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Step 4: Deconstruct camera stack and soft mounting.

Step 5: Deconstruct camera structure/frame and dual camera

Step 6: Remove: VTX, ESC, battery cable & capacitor
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Step 7: Carefully cut gaffing tape and remove FC and LED/RGB.

Step 8: Remove antenna with frame
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Step 9: Desolder all four motors

Step 10: Desolder electrical components and PCBs
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4. Components

Final Components List

4.1 Non-Electrical

Propellor Guards:

Propellor Wings:

Camera Stack:

https://docs.google.com/document/d/1rpA77nk14LoTDKNiuzp8jSs28ZCHvmg27IGB51v-2C8/edit
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Camera Bracing:

Back Bracing:

Receiver Module Insulation:

Top Plate Screws:
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Top Plate:

Main Plate:

Propellor Screws:

Motor Screws:
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3D Antenna Frame:

Velcro Strap:

Heatsink:

Standoff:
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FC/Camera Bolt:

Shock Absorber:

Nylock Nut:

Bottom Plate Screw:
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4.2 Electrical

PCB Component Guide

Camera

https://docs.google.com/document/d/1-zZq6kidOqZARv08HcsId-Lz3uZgx_nki2bokGvX4KM/edit
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Flight
Controller
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VTX
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ESC
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Receiver
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Mystery
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Camera PCB

K4E4E324EE-EGCF

Data Sheet

https://www.win-source.net/products/detail/samsung/k4e4e324ee-egcf.html
https://datasheet.lcsc.com/lcsc/2106031737_Samsung-K4E8E324EB-EGCF_C2803253.pdf
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MEMs Microphone 3.1x2.5mm 2Vdc
SMT

Data Sheet

BZX84-B4V7

Data Sheet

AUE XC6501A151MR

Data Sheet

https://www.mouser.com/ProductDetail/CUI-Devices/CMM-3125AT-42316-TR?qs=PqoDHHvF64%252BW9MZLxyTf2A%3D%3D&mgh=1&gad_source=1&gclid=CjwKCAiAtt2tBhBDEiwALZuhAMxE4s7d_2VM6M3IYbDGZrMCTDZVVwmweKXRLsCe7zs84oCV3UpW-RoCITQQAvD_BwE
https://www.mouser.com/ProductDetail/CUI-Devices/CMM-3125AT-42316-TR?qs=PqoDHHvF64%252BW9MZLxyTf2A%3D%3D&mgh=1&gad_source=1&gclid=CjwKCAiAtt2tBhBDEiwALZuhAMxE4s7d_2VM6M3IYbDGZrMCTDZVVwmweKXRLsCe7zs84oCV3UpW-RoCITQQAvD_BwE
https://www.mouser.com/datasheet/2/670/cmm_3125at_42316_tr-1776932.pdf
https://www.nexperia.com/products/diodes/zener-diodes/series/BZX84-SERIES.html
https://assets.nexperia.com/documents/data-sheet/BZX84_SER.pdf
https://product.torexsemi.com/en/packages/sot-25
https://alltransistors.com/any-datasheet.php?doc=tc1301a-tc1301b&dire=21
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25Q128BV1G IC Memory

Data Sheet

BOG Dual High Performance
150mA

Data Sheet

45A FDC658P

Data Sheet

https://www.digikey.com/en/products/base-product/winbond-electronics/256/W25Q128/339728
https://www.alldatasheet.com/datasheet-pdf/pdf/443805/WINBOND/W25Q128BV.html
https://digchip.com/datasheets/parts/datasheet/2/295/MIC5321.php
https://digchip.com/datasheets/parts/datasheet/2/295/MIC5321.php
https://digchip.com/datasheets/parts/datasheet/2/295/MIC5321-pdf.php
https://www.digikey.com/en/products/detail/onsemi/FDC658P/979811
https://www.onsemi.com/pdf/datasheet/fdc658p-d.pdf
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NX2016SA-26M-STD-CZS-2

Data Sheet

Receiver

3225 High-Precision SMD Crystal
Oscillators

SX1272

Data Sheet

https://www.ndk.com/en/products/lineup/crystal-unit/NX2016SA-vehicle.html
https://www.ndk.com/en/products/upload/lineup/pdf/NDKX03-00015_en.pdf
https://ja.aliexpress.com/item/1005003474218336.html?src=google&aff_fcid=c99a4b641f2c44279a55753f88754896-1706682752757-03118-UneMJZVf&aff_fsk=UneMJZVf&aff_platform=aaf&sk=UneMJZVf&aff_trace_key=c99a4b641f2c44279a55753f88754896-1706682752757-03118-UneMJZVf&terminal_id=7157f15ccc294b87bbe528d7cc537203&afSmartRedirect=y
https://ja.aliexpress.com/item/1005003474218336.html?src=google&aff_fcid=c99a4b641f2c44279a55753f88754896-1706682752757-03118-UneMJZVf&aff_fsk=UneMJZVf&aff_platform=aaf&sk=UneMJZVf&aff_trace_key=c99a4b641f2c44279a55753f88754896-1706682752757-03118-UneMJZVf&terminal_id=7157f15ccc294b87bbe528d7cc537203&afSmartRedirect=y
https://www.semtech.com/products/wireless-rf/lora-connect/sx1272
https://semtech.my.salesforce.com/sfc/p/#E0000000JelG/a/440000001NCE/v_VBhk1IolDgxwwnOpcS_vTFxPfSEPQbuneK3mWsXlU
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45A FDC658P

Data Sheet

FPV Drone Bind Button

UFL SMT Connector

PIC10F200T-I/OT

Data Sheet

https://www.digikey.com/en/products/detail/onsemi/FDC658P/979811
https://www.onsemi.com/pdf/datasheet/fdc658p-d.pdf
https://www.dronesoccer.us/blog/tips-tricks-2/binding-your-drone-legacy-7
https://www.digikey.com/en/product-highlight/h/hirose/ufl-series
https://evelta.com/pic10f200t-i-ot-5-5v-8-bit-flash-cmos-microcontroller-6-pin-sot-23/
https://ww1.microchip.com/downloads/en/DeviceDoc/40001239F.pdf
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Microchip MIC5504-3.3YM5-TR

Data Sheet

PIC32MX170F256D

Data Sheet

Flight Controller (FC):

STM32F405 processor

Data Sheet

https://www.rs-online.vn/p/ldo-reg-fixed-3-3v-0-3a-5-pin-dfn/
https://www.digchip.com/datasheets/parts/datasheet/112/L344-pdf.php
https://www.microchip.com/en-us/product/pic32mx170f256d
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/DataSheets/PIC32MX1XX2XX283644-PIN_Datasheet_DS60001168L.pdf
https://www.mouser.com/ProductDetail/511-STM32F405RGT7TR
https://www.st.com/resource/en/datasheet/stm32f405rg.pdf
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AT7456E

Data Sheet

AP8821C-49GC

Data Sheet

S-1315A14- M5T1U3

Data Sheet

https://www.lcsc.com/product-detail/Microcontroller-Units-MCUs-MPUs-SOCs_ZHONGKEWEI-AT7456E_C82351.html
https://datasheet.lcsc.com/lcsc/1810301815_ZHONGKEWEI-AT7456E_C82351.pdf
https://datasheetspdf.com/pdf-file/919519/AnwellSemiconductor/AP8821/1
https://u.dianyuan.com/bbs/u/76/3042101239849892.pdf
https://www.mouser.com/ProductDetail/ABLIC/S-1315A14-M5T1U3?qs=Zq5ylnUbLm4T0iIFeJJw%252BQ%3D%3D
https://www.mouser.com/datasheet/2/360/S1315_E-1920177.pdf
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74AHCT1G86GW

Data Sheet

2SK2742

Data Sheet

Fuse

Data Sheet N/A

https://www.digikey.com/en/products/detail/nexperia-usa-inc/74AHCT1G86GW-125/1229671
https://assets.nexperia.com/documents/data-sheet/74AHC_AHCT1G86.pdf
https://www.aliexpress.com/item/1005004149776895.html
https://www.alldatasheet.com/datasheet-pdf/pdf/30675/TOSHIBA/2SK2742.html
https://www.mouser.com/c/circuit-protection/fuses/specialty-fuses/?q=27000
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JST Connector

Micro-USB Connector

https://www.digikey.com/en/products/detail/jst-sales-america-inc./B4B-XH-A/1651047?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=Pmax_Shopping_Product_Silicon%20Valley%20Category%20Awareness&utm_term=&utm_content=&utm_id=go_cmp-20773039395_adg-_ad-__dev-c_ext-_prd-1651047_sig-CjwKCAiA_OetBhAtEiwAPTeQZ2ps5Y6QUatb7blj01wEmLnSKsGBo-ljS_jTTZr8hqslYuEdCVYh2RoCtEYQAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ2ps5Y6QUatb7blj01wEmLnSKsGBo-ljS_jTTZr8hqslYuEdCVYh2RoCtEYQAvD_BwE
https://www.mouser.com/c/connectors/usb-connectors/?mounting%20style=PCB%20Mount
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Mini Pushbutton

Mystery Board:

2SK2731

Data Sheet

RN1108

Data Sheet

https://www.sparkfun.com/products/8720
https://ja.aliexpress.com/item/1005006042606028.html?src=google&aff_fcid=e3b960911f2f431683384b6d5bc11f18-1706600512402-03703-UneMJZVf&aff_fsk=UneMJZVf&aff_platform=aaf&sk=UneMJZVf&aff_trace_key=e3b960911f2f431683384b6d5bc11f18-1706600512402-03703-UneMJZVf&terminal_id=03d46f5226ff46afb74f9b2fafd5a3a3&afSmartRedirect=y
https://www.mouser.com/datasheet/2/348/rohm_semiconductor_rohms16369-1-1742422.pdf
https://www.mouser.com/ProductDetail/Toshiba/RN1108LFCT?qs=xZ%2FP%252Ba9zWqY343ZBGKYiXg%3D%3D
https://www.mouser.com/datasheet/2/408/RN1108_datasheet_en_20210830-1628507.pdf
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1N5819

Data Sheet

LTH7

Data Sheet

Micro-USB Connector

https://www.digikey.com/en/products/detail/diodes-incorporated/1N5819HW-7-F/815283?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=Pmax_Shopping_Product_Silicon%20Valley%20Category%20Awareness&utm_term=&utm_content=&utm_id=go_cmp-20773039395_adg-_ad-__dev-c_ext-_prd-815283_sig-CjwKCAiAtt2tBhBDEiwALZuhAHCezBu2zpNwr5PAVIr-_8wwn2eaPft2y-USYgk6CxlQ_pnFT9RzThoCesgQAvD_BwE&gad_source=1&gclid=CjwKCAiAtt2tBhBDEiwALZuhAHCezBu2zpNwr5PAVIr-_8wwn2eaPft2y-USYgk6CxlQ_pnFT9RzThoCesgQAvD_BwE
https://www.diodes.com/assets/Datasheets/1N5819HW.pdf
https://www.lcsc.com/product-detail/Battery-Management-ICs_TECH-PUBLIC-LTH7_C5342381.html
https://datasheet.lcsc.com/lcsc/2301051530_TECH-PUBLIC-LTH7_C5342381.pdf
https://www.mouser.com/c/connectors/usb-connectors/?mounting%20style=PCB%20Mount
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LQH3C 100µ Inductor

Data Sheet

AM460 - Industrial Amplifier
and Voltage-to-Current
Converter IC

Data Sheet

2SA2014

Data Sheet

https://www.reichelt.com/de/en/smd-inductor-murata-chip-coil-100--lqh3c-100--p10555.html
https://cdn-reichelt.de/documents/datenblatt/B400/Lqh3C.pdf
https://www.analog-micro.com/en/products/ics/uiconverter/am460/
https://www.analog-micro.com/en/products/ics/uiconverter/am460/
https://www.analog-micro.com/en/products/ics/uiconverter/am460/
https://www.analog-micro.com/products/ics/uiconverter/am460/am460-datasheet.pdf
https://es.aliexpress.com/item/4000435497475.html?src=google&aff_fcid=2cb885d50794485cac9328a168099496-1706604980042-06607-UneMJZVf&aff_fsk=UneMJZVf&aff_platform=aaf&sk=UneMJZVf&aff_trace_key=2cb885d50794485cac9328a168099496-1706604980042-06607-UneMJZVf&terminal_id=03d46f5226ff46afb74f9b2fafd5a3a3&afSmartRedirect=y
https://pdf.datasheetcatalog.com/datasheet/sanyo/ds_pdf_e/2SC5567.pdf
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UFL SMT Connector

RTL8189ES

Data Sheet

B10

Data Sheet

https://www.digikey.com/en/product-highlight/h/hirose/ufl-series
https://www.lcsc.com/product-detail/RF-Transceiver-ICs_Realtek-Semicon-RTL8189ES-VB-CG_C2691978.html
https://file.elecfans.com/web2/M00/63/C8/poYBAGMEjJWAZc8bAAKVU3AZuiE564.pdf
https://teknikart.eu/en/464-dccar-soic8-b10.html
https://www.digikey.com/htmldatasheets/production/205936/0/0/1/at-b10.html
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VTX:

RTC6705

Data Sheet

BGSC2341ML10E6327XTSA1

Data Sheet

ATTINY85-20MU

Data Sheet

https://www.aliexpress.us/item/3256803506576742.html?src=google&src=google&albch=shopping&acnt=708-803-3821&slnk=&plac=&mtctp=&albbt=Google_7_shopping&albagn=888888&isSmbAutoCall=false&needSmbHouyi=false&albcp=20123152476&albag=&trgt=&crea=en3256803506576742&netw=x&device=c&albpg=&albpd=en3256803506576742&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ2xBOZlmqWtaAih-KT5KeyDyVKZLU54skTXjrsze2VDLGYe-StZkAhoCieMQAvD_BwE&gclsrc=aw.ds&aff_fcid=1d1611fdda55449e8f31acc20626f943-1706689065028-05840-UneMJZVf&aff_fsk=UneMJZVf&aff_platform=aaf&sk=UneMJZVf&aff_trace_key=1d1611fdda55449e8f31acc20626f943-1706689065028-05840-UneMJZVf&terminal_id=7157f15ccc294b87bbe528d7cc537203&afSmartRedirect=y&gatewayAdapt=glo2usa
https://wildlab.org/wp-content/uploads/2015/07/RTC6705-DST-001.pdf
https://www.digikey.com/en/products/detail/infineon-technologies/BGSC2341ML10E6327XTSA1/14321808?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Medium%20ROAS%20Categories&utm_term=&utm_content=&utm_id=go_cmp-20223376311_adg-_ad-__dev-c_ext-_prd-14321808_sig-CjwKCAiA_OetBhAtEiwAPTeQZ__uo5XvVPes3TEFimC82JQzycBqZFIhpf9oQtPUpTrd6lFkLJikYhoCQd4QAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ__uo5XvVPes3TEFimC82JQzycBqZFIhpf9oQtPUpTrd6lFkLJikYhoCQd4QAvD_BwE
https://www.infineon.com/dgdl/Infineon-BGSC2341ML10-DataSheet-v02_00-EN.pdf?fileId=5546d46277fc743901785a97e2ee47af
https://www.mouser.com/ProductDetail/Microchip-Technology/ATTINY85-20MU?qs=8jWQYweyg6PrfFUt16UN%252Bg%3D%3D&mgh=1&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZzLsE-TTvVNaCGCi-R7haBMUXdgjdjtENGgovqMFQs3cN_Bk7Pp7ERoCuL0QAvD_BwE
https://www.mouser.com/datasheet/2/268/Atmel_2586_AVR_8_bit_Microcontroller_ATtiny25_ATti-1315542.pdf
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PIC16F15223-I/MG

Data Sheet

S47BKB

Data Sheet

MCP6001T-I/OT

Data Sheet

https://www.digikey.com/en/products/detail/microchip-technology/PIC16F15223-I%2FMG/12807224?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Medium%20ROAS%20Categories&utm_term=&utm_content=&utm_id=go_cmp-20223376311_adg-_ad-__dev-c_ext-_prd-12807224_sig-CjwKCAiA_OetBhAtEiwAPTeQZ65tiP8-4SXMjJz_RdY3ybvuaBikcvUnaS6uybc-wa1JXEVqShrZnRoCYgUQAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ65tiP8-4SXMjJz_RdY3ybvuaBikcvUnaS6uybc-wa1JXEVqShrZnRoCYgUQAvD_BwE
https://ww1.microchip.com/downloads/en/DeviceDoc/PIC16F15213-14-23-24-43-44-Data-Sheet-40002195D.pdf
https://m.indiamart.com/proddetail/s47bkb-6-pin-smd-ic-20936611433.html
https://datasheet4u.com/share_search.php?sWord=s47bkb
https://www.digikey.com/en/products/detail/microchip-technology/MCP6001T-I%2FOT/697158?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Medium%20ROAS%20Categories&utm_term=&utm_content=&utm_id=go_cmp-20223376311_adg-_ad-__dev-c_ext-_prd-697158_sig-CjwKCAiA_OetBhAtEiwAPTeQZ-kuieQbwFsS1LgMXdFcwTfcMSS2a7hLRt-a6kU7ljO3MVGC0fG0XxoCjz8QAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ-kuieQbwFsS1LgMXdFcwTfcMSS2a7hLRt-a6kU7ljO3MVGC0fG0XxoCjz8QAvD_BwE
https://ww1.microchip.com/downloads/en/DeviceDoc/MCP6001-1R-1U-2-4-1-MHz-Low-Power-Op-Amp-DS20001733L.pdf
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SMT Side Switch

MMCX Connector

Data Sheet

SMT Button

Data Sheet

https://www.aliexpress.com/i/2251832801066421.html?gatewayAdapt=4itemAdapt
https://www.digikey.com/en/products/detail/molex/0734152061/1465182?utm_adgroup=General&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Zombie%20SKUs&utm_term=&utm_content=General&utm_id=go_cmp-17815035045_adg-_ad-__dev-c_ext-_prd-1465182_sig-CjwKCAiA_OetBhAtEiwAPTeQZ1yHKk9rRZm0JFRq7LmLDNdLRNWz7fGfLa3l5wDAM73htci0U-4YFxoCECoQAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ1yHKk9rRZm0JFRq7LmLDNdLRNWz7fGfLa3l5wDAM73htci0U-4YFxoCECoQAvD_BwE
https://www.molex.com/content/dam/molex/molex-dot-com/products/automated/en-us/salesdrawingpdf/732/73251/732512771_sd.pdf?inline
https://www.mouser.com/ProductDetail/CK/PTS636-SK43J-SMTR-LFS?qs=vLWxofP3U2zMEG1Jn%252BW2fQ%3D%3D&mgh=1&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ2xZTI-28n_-F2BeCf6tVTZjWtaLXjF1uGZyvy8wGc8ppPeZEnb-5RoC8d0QAvD_BwE
https://www.mouser.com/datasheet/2/240/pts636-3051079.pdf
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Y201510K0000T9L

Data Sheet

Analog HD Dual Camera:

Caddx Tarsier V2 4K

Quantity: 1

https://www.digikey.com/en/products/detail/vishay-foil-resistors-(division-of-vishay-precision-group)/Y201510K0000T9L/5028237?utm_adgroup=General&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Zombie%20SKUs&utm_term=&utm_content=General&utm_id=go_cmp-17815035045_adg-_ad-__dev-c_ext-_prd-5028237_sig-CjwKCAiA_OetBhAtEiwAPTeQZ0X3-iuFg9e4M416_pI7yNA-2YA3ofiGiWk6k0U4qy4KlzRfXPHfORoCaCwQAvD_BwE&gad_source=1&gclid=CjwKCAiA_OetBhAtEiwAPTeQZ0X3-iuFg9e4M416_pI7yNA-2YA3ofiGiWk6k0U4qy4KlzRfXPHfORoCaCwQAvD_BwE
https://foilresistors.com/docs/63257/flex.pdf
https://www.runcam.com/download/Hybrid/RC_Hybrid_Manual_EN.pdf
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Electronic Speed Controller (ESC): NEW

The ESC was broken, so we had to buy
our own and replace it.



46

Video Transmission Antenna: Momoda 5.8G

Product Link

Quantity: 1

https://geprc.com/product/momoda-antenna/
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LED & RGB:

3600KV Motors: GEP-GR1206
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Capacitor:

Battery Cable:

Mystery Wire:
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Antenna:

Electrical Components- Overall Labeling

https://docs.google.com/document/d/1Pip_nRNi2sMiuP4RJ8JOUKYIt7_S15Fmfqs1H7x75_8/edit
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4.3 Hypothesis: Mystery Board

We found an electrical board that we did not recognize, which we believe functions
as part of the drone’s camera system.

We hope to learn more about this mysterious PCB as we continue working through
this challenge.
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4.4 A Step Further

To go deeper, we disassembled the broken ESC.

’
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Capacitors:

Quantity: 16x

Diodes:

Quantity: 10x

MCUs:

Quantity: 15x
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Resistors:

Quantity: 78x

Timer:

Quantity: 3x
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Dupont Connector:

Quantity: 1x

SMD Jumper:

Quantity: 16x
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4.5 Component Overview
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5. Findings

5.1 The Mystery Board: Demystified

After researching the components, we believe this is the DVR, responsible for
recording and storing video on the drone.

CADDXFPV DVR Turtle 2

https://caddxfpv.com/products/caddxfpv-camera-accessories-board-family?variant=33081541492835
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5.2 Power Flow

Here’s a high-level diagram of how we believe power flows throughout the drone:
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5.3 Control Flow

Control Flow Component Overview

https://docs.google.com/document/d/1GeNFxVPVUnrGbkrVlPPhysz_O_XMHaNRC2osGsWyaf8/edit
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5.3 Betaflight Software

Betaflight

We reverse engineered our drone’s live multi-rotor flight control software (Betalight),
which we pulled from the FC.

These are the ESC files, which control the motors and enable flight:

https://betaflight.com/
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Together, these components enable precise motor control and real-time telemetry,
enabling stable and responsive flight dynamics.

Full Betaflight Software Reverse Engineering

Link to Live Diagram

https://docs.google.com/document/d/1cVmOL-tKHhyFV8zcVHdsiv1z3UG2_RmzVu34v5tm_sc/edit
https://www.canva.com/design/DAF62Rv3e1o/jDuHo2FVqh2Ac28kc3eQrQ/edit?utm_content=DAF62Rv3e1o&utm_campaign=designshare&utm_medium=link2&utm_source=sharebutton
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Betaflight Software Explanation Video

5.4 FPV Analog Transmission

We also took apart the drone’s video transmission system.

Summary: FPV Analog Transmission

https://docs.google.com/document/d/11kzHkHM_CoBGhPLbBEX1GxAyxqUQ7pCVivd3tmhbsXo/edit
https://drive.google.com/file/d/1u53B33AyDQ3jsQXVPzulSgM6o2-b8Pn3/view?usp=sharing
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5.5 Air Flow

Systems outside a machine are often as crucial as those inside it.
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We know it’s not pretty, but that's truly how the airflow looks!
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5.6 CAD

CAD Renders

Applying VEX skills, we crafted a CAD model of the drone from scratch, allowing us to
test our understanding of its intricate components and their roles in the overall
system.

Steps to CAD:

https://drive.google.com/drive/folders/1lLN7a8yb_erWTumsleO3--gHOT3GAevx?usp=sharing
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CAD Model Walkthrough Link

https://drive.google.com/file/d/1kDNmUsmNtnqOAX-yo56H9_YhWPOOkdZo/view?usp=sharing
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Our model is open-source so other students can use it to learn: TinkerCAD Live
Model Link (360 viewable)

https://www.tinkercad.com/things/hLyOmC6h9NP-5327j-reverse-engineering-cad-of-geprc-cinequeen-4k-v2-
https://www.tinkercad.com/things/hLyOmC6h9NP-5327j-reverse-engineering-cad-of-geprc-cinequeen-4k-v2-
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5.7 Mathematical Representation

We also attempted to derive the drone’s most fundamental form: math.
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Lift:

Thrust:

Weight:

Drag:
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5.8 Digital Simulation

We programmed a simulation specific to our drone based on calculations in the
previous section: CineQueen Quadcopter Values

Simulation Demo Video

https://docs.google.com/document/d/10NhCmYLNtRgUzLU8-YpGS3FlV4Cj7btq1yCZAFjMv98/edit
https://drive.google.com/file/d/1njAzj7e7bNnd_scQWki7uOJ2l2xm21IE/view?usp=sharing
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5.9 Holonomic Configuration

Quadcopters use the X-Configuration, where thrust is applied at a distance of
r*cos(pi/4), using torque from all 4 motors.

Interestingly, the popular VRC X-Drive base also demonstrates the holonomic
configurations, albeit in 2 dimensions:

The algorithms to calculate movement for both configurations are below, utilizing
vector arithmetic and translational/rotational kinematics.
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6. Reconstruction
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6.1 Back in the Air

After hours of effort, we successfully reconstructed the drone and restored video
transmission.

Final Flight Test Video

7. Conclusion

One takeaway we gained from this project is that even a machine as small as a

drone is incredibly complex. By looking at the data sheets, we learned that each

component is carefully designed by huge teams of engineers and countless hours of

work and rigorous documentation. It’s truly astonishing how machines with

components from hundreds of companies are able to seamlessly operate. It

expanded our insight on the standard of quality that engineering demands, and only

solidified our excitement and awe of the field.

This project provided a unique chance to move beyond our typical VEX environment

and apply our skills to a real-world scenario. We studied a commercial FPV drone by

https://drive.google.com/file/d/18nUfEC2a3lz-TWH0nLG_KXmBYcV1nz6c/view?usp=sharing
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researching its deconstructed parts and delving into electrical engineering, math and

physics behind its functions. We condensed this information into comprehensive

diagrams, CADs, and simulations which demonstrated how the subcomponents work

together. Our analysis revealed vulnerabilities within such FPV drones, exposing the

dangers of misusing technology in warfare.

Our journey working on this project over the past several months only reinforced our

commitment to engineering as a force of good and taking a stand against the

harmful misuse of technology.
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7.1 Skills Learned

What We Learned Video

While working on this project, we overcame challenges and gained valuable
skills along the way, listed here.

8. All linked on docReferences

https://docs.google.com/document/d/16m6Cggv9WDbrGpQcnMEPDwg0zNqxHmZq1oFqzT6r5wY/edit?usp=sharing
https://drive.google.com/file/d/1AElMvdslK6ZBgNVCOMUp6a6SI5XHcgea/view?usp=sharing
https://docs.google.com/document/d/1YhB9S2p_sweZVzN23GCIXrPJ0JbK3UpwILPeDrQLsFo/edit?usp=drivesdk

